
West Midlands Fire and Rescue Authority 

 

Audit and Risk Committee  

You are summoned to attend the meeting of Audit and Risk Committee to be 

held on Monday, 25 September 2023 at 14:00 

 to be held at Fire Service Headquarters, 99 Vauxhall Road, Nechells, 

Birmingham B7 4HW 

and digitally via Microsoft Teams 

 for the purpose of transacting the following business: 

Agenda – Public Session 
 

Item No. 

 
 
1 

 
To receive apologies for absence (if any) 

 
 

 
2 

 
Declarations of interests 

 
 

 
3 

 
Minutes of the Previous Audit and Risk Committee 
Meeting held on 24 July 2023 

 
3 - 8 

 
4 

 
Audit Progress and Sector Update 

 
9 - 38 

 
5 

 
Internal Audit Progress Report 

 
39 - 46 

 
6 

 
Annual Thematic Audit Report of WMFS 
Information Governance 

 
47 - 52 

 
7 

 
Update on Topical, Legal and Regulatory Issues 
(Verbal Report). 

 
 

 
8 

 
Audit and Risk Committee Work Plan 2023-2024 

 
53 - 58 

 

Agenda – Private Session 
 

Item No. 

 
 
9 

 
CIPFA Report 

 
 



• This document contains some information which cannot 
be made readily available.  However, to comply with the 
spirit of the Freedom of Information Act, should you 
require details of this report it may be possible to give 
you access to certain information.  If you wish to do 
that, please apply to the Data Manager, details below. 
Freedom of Information Act request, Martina Doolan, 
Data Manager, West Midlands Fire Service 
Headquarters, 99 Vauxhall Road, Birmingham, B7 
4HW. 

 

Distribution: 

David Barrie - Member, Rizwan Jalil - Member, Wayne Little - Member, Basharat Mahmood - Chair, 

Sybil Spence - Vice Chair 

 

 

This meeting of the West Midlands Fire and Rescue Authority will be held at 
Fire Service Headquarters.  
The meeting will also be held digitally via Microsoft Teams allowing observers 
to access remotely. To access the meeting, please contact a member of the 
Portfolio Team, West Midlands Fire Service, who will be able to provide login 
details (please note that Microsoft Teams is not required to join a meeting) or 
provide guidance if you wish to attend in person at HQ. 
 

 

 

 

 

 

Clerk Name: Karen Gowreesunker 

Clerk Telephone: 0121 380 6678 

Clerk Email: Karen.Gowreesunker@wmfs.net 

 

Agenda prepared by Chandni Patel 

Portfolio, West Midlands Fire Service 

Tel: 0121 380 6906 email:  Chandni.Patel@wmfs.net  

This agenda and supporting documents are also available 
electronically on the  

West Midlands Fire Service Committee Management Information 
System 

mailto:Chandni.Patel@wmfs.net
https://wmfs.cmis.uk.com/cmis5/
https://wmfs.cmis.uk.com/cmis5/
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24 July 2023 at 10:30 hours 

Conducted as a public meeting at Headquarters and digitally via 

Microsoft Teams 

Present:     Councillor Barrie, Councillor Jalil, Councillor Mahmood 

(Chair), Councillor Spence 

 

Virtually:    Councillor Little, Avtar Sohal (Grant Thornton)  

Officers:     Karen Gowreesunker, Mike Griffiths, Sofia Mahmood, 

Chandni Patel, Kal Shoker, Stephen Timmington, Kirsty 

Tuffin 

 

38/23 Apologies for Absence  

Apologies for absence were received from Mike Agar.  

39/23    Declarations of Interest 

There were no declarations of interest registered.  

40/23 Minutes of the Audit and Risk Committee held on 19 June 

2023 

Resolved:  

That the minutes of the Audit and Risk Committee held on 19 

June 2023 were approved as a correct record. 

41/23 Matters Arising    

No matters were raised. 

42/23    Introductions 

Councillor Mahmood welcomed the new Members of the 

Committee and welcomed Sofia Mahmood, who had been 

appointed as the new Head of Finance and Procurement, and 

Minutes of the Audit and Risk Committee 

Item 3
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Section 151 Officer. Councillor Mahmood thanked Mike Griffiths 

for his service and wished him all the best in his retirement. 

43/23    Statement of Accounts 2022-2023 

Mike Griffiths, Section 151 Officer, presented the Statement of 

Accounts 2022-2023. 

The report contained a number of key statements, namely: 

• The comprehensive income and expenditure statement 

• The movement in reserves statement 

• The balance sheet 

• The cash flow statement 

It was noted that general reserves remained a key issue and 

consideration for the Authority. With regard to unearmarked 

general fund reserve, there had been a modest movement of 

£4k, which resulted in a closing balance of £3.862M as at 31 

March 2023 (£3.858M as at 31 March 2022). These reserves 

equalled approximately 3.25% of the Authority’s revenue budget. 
The level of reserve was considered reasonable and provided a 

degree of headroom as a result. 

The balance of earmarked general fund reserves as at 31 March 

2023 was £21.413M, a reduction of £8.403M compared to the 31 

March 2022 balance of £29.816M and represented a more 

significant move. 

As shown in the Balance Sheet, total usable reserves stood at 

£28.067M as at 31 March 2023. 

It was noted that the Other Long-Term Liabilities (£1,289M) 

related to how the Service accounted for pensions related 

matters. 

Long-term borrowing had reduced to £29.839M due to no new 

borrowing being undertaken in 2022/23 and an amount of debt 

being repaid. The Authority has Property, Vehicles, Plant & 

Equipment valued at nearly £162M, which these loans have, in 

previous years, been used to finance. 
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It was noted that the amount of borrowing was proportionate to 

the budget and remained in a comfortable position. 

It was noted that the Statement of Accounts were un-audited. 

The external auditor, Grant Thornton, would commence the audit 

of the Statement of Accounts in September 2023. It is planned 

for the audited Statement of Accounts along with the Auditor’s 
Findings Report to be submitted to the Committee later in the 

year. 

In answer to Members’ questions, the following points were 
raised: 

•   No new borrowing had been incurred during 2022/2023. 

However, it was anticipated that a need to borrow would 

be likely during 2024/2025 due to reduced capital 

earmarked reserves. When the Authority borrowed it 

acquired assets that had a value. Officers would assess 

the business benefits of the assets and their value to 

ensure the effectiveness of any borrowing. 

•   The Authority utilised the Public Works Loan Board for 

borrowing and always strived to consider any appropriate 

alternative options to acquire the most competitive rates. 

Resolved: 

That it be agreed that the draft Statement of Accounts 

2022/2023 (unaudited) be approved. 

That it be agreed that the draft Statement of Accounts summary 

for 2022/2023 be noted. 

44/23   Treasury Management Annual Report 2022/2023 

Kal Shoker, Finance Manager, presented the Treasury 

Management Report 2022/23. 

It was noted that the report was historical and that changes had 

occurred to the economy and interest rates since the end of the 

financial year. 

The Authority had approved the Treasury Management Strategy 

in February 2022 and the Committee had received the mid-year 

update at its meeting in November 2022. 
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The Committee’s attention was drawn to three key treasury 

management activities: 

• The Authority’s Capital Expenditure and Financing: total 
capital expenditure had been £2.419M for 2022/2023, with 

the majority financed through the use of earmarked 

reserves (£2.388M). This comprised of the Service’s 
Vehicle Replacement Programme (1.963M), drill 

tower/training facilities (£0.191M) and roof replacements 

(£0.128M). No borrowing was undertaken to finance any 

capital expenditure in 2022/23. 

• The Authority’s total debt stood at £30.7M, of which 

£29.2M was in respect of borrowing with the Public Works 

Loan Board and the balance £1.5M in respect of the 

Authority’s share of the Ex WMCC. It was noted that the 

average rate of interest payable on this debt was 5.21%.  

• The Authority’s investments totalled £26.413M as at 31 

March 2023, which are invested with Sandwell MBC as 

part of the treasury management arrangement with them. 

Interest is received on the Authority’s daily cash balance 
and is based on the average return achieved by Sandwell 

MBC plus 10 basis points which for 2022/23 was 2.34%. 

This compares favourably to the benchmark, the average 

Sterling Overnight Index Average uncompounded rate of 

2.24%. The interest received in 2022/23 was greater than 

the £0.540M revised budget, due to the continuing 

increase in interest rates. £0.890M was received, which 

was £0.350 above the revised budget. 

Resolved: 

That it be agreed that the Treasury Management Annual Report 

2022/2023 be noted, and the prudential and treasury indicators 

approved. 

 

45/23    Audit Progress and Sector Update  

 

Avtar Sohal, Grant Thornton (external auditor), presented the 

Audit Progress and Sector Update. 
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The report was provided to ensure the Committee remained 

informed of the progress of the external auditor in delivering their 

responsibilities. 

 

The Committee were advised that Grant Thornton would be 

issuing the Audit Plan in September 2023 which will set out the 

prosed approach to the audit of the Authority’s 2022/2023 
financial statements. The work will be reported in the Audit 

Findings Report and Grant Thornton aim to provide their opinion 

on the Statement of Accounts by December 2023. With regard to 

the Value for Money arrangements, Grant Thornton intended to 

issue a joint Auditor’s Annual Report for 2021/2022 and 
2022/2023 by December 2023. 

 

Resolved: 

 

That it be agreed that the Audit Progress and Sector Update be 

noted. 

 

46/23    Update on Topical, Legal and Regulatory Issues (Verbal 

Update)  

 

No topical, legal or regulatory issues were raised. 

 

47/23   Draft Audit and Risk Committee Work Programme 2023/2024  

Kirsty Tuffin, Democratic Services Officer, presented the draft 

Audit and Risk Committee Work Programme for 2023/2024. 

It was noted that all standard reports and items for business, plus 

Member training, had been included within the draft work 

programme. 

Resolved: 

That the draft Audit and Risk Committee Work Plan 2023/2024 be 

approved. 

 

The meeting closed at 10:58 hours. 
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Stephen Timmington 

Portfolio - Governance & 

Performance 

0121 380 6680 

Stephen.timmington@wmfs.net

mailto:Stephen.timmington@wmfs.net
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WEST MIDLANDS FIRE AND RESCUE AUTHORITY 

 

AUDIT AND RISK COMMITTEE 

 

25 SEPTEMBER 2023 

 
 
1. AUDIT PLAN 2022/2023 
 
 Joint report of the Chief Fire Officer and Treasurer. 
 
 RECOMMENDED 
 
1.1 THAT the Committee approve Grant Thornton’s Audit Plan 

(Appendix A) to enable the delivery of the external audit of 
financial statements and the value for money conclusion 
2022/23. 

 
2. PURPOSE OF REPORT 

 
2.1 The purpose of the report is to seek Committee approval of 

Grant Thornton’s Audit Plan.  The plan (Appendix A) sets out 
the audit work Grant Thornton will undertake in respect of the 
external audit of the Authority’s financial statements and the 
delivery of its value for money conclusion on the Authority’s 
arrangements to secure economy, efficiency and 
effectiveness.   

 
3. BACKGROUND 

  
3.1 The Audit Plan 2022/23 sets out the external audit work that 

Grant Thornton proposes to undertake and the key deadlines 
and milestones associated with the delivery of this work.  The 
plan has been developed using a risk-based approach and 
considers the risks relevant to both the audit of accounting 
statements and the value for money conclusion. 

  
3.2 The Code requires Grant Thornton to consider whether the 

Authority has put in place proper arrangements for securing 
economy, efficiency and effectiveness in its use of resources.  
This is known as the Value for Money (VFM) conclusion. 

 
 

Item 4
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3.3 The National Audit Office (NAO) has issued guidance for 
auditors on value for money work for 2022/23.  The guidance 
states that for local government bodies, auditors are required 
to give a conclusion on whether the Authority has proper 
arrangements in place. 

 
3.4 The Accounts and Audit Regulations 2015 require that the 

accounts be submitted to Members for approval by the end of 
July.   

 
3.5 In December 2021, the Department for Levelling Up, Housing 

and Communities announced a new package of measures to 
support the improved timeliness of local audit and the ongoing 
stability of the local audit market.  The proposals included 
extending the published/audited deadline to 30 September 
2023 for the 2022/23 accounts.  The intention being for the 
change to 30 September to remain for six years and end once 
the 2027/28 accounts have been completed. 

 
3.6 The plan sets out the key phases and activities for the delivery 

of the audit work.  All reports arising from this audit work will 
be discussed and agreed with appropriate officers prior to 
submission to Members. 

 
3.7 Representatives from Grant Thornton will be in attendance at 

the Audit and Risk Committee. 
 
4. EQUALITY IMPACT ASSESSMENT 

 
4.1 In preparing this report, an initial Equality Impact Assessment 

is not required as the matters contained in this report do not 
relate to a policy change. 

 
5. LEGAL IMPLICATIONS 

 
5.1 The production of the Audit Plan complies with the statutory 

requirements set out within the Local Audit and Accountability 
Act 2014 and in accordance with the Code of Practice issued 
by the National Audit Office.  
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6. FINANCIAL IMPLICATIONS 

 
6.1 The scale fee for undertaking West Midlands Fire and Rescue 

Authority’s external audit work for 2022/23 was budgeted at 
£55k.  

 
 
BACKGROUND PAPERS 

 
None. 
 
 
The contact officer for this report is Assistant Chief Fire Officer 
Simon Barry- Simon.Barry@wmfs.net 
 
 
 
 
WAYNE BROWN SOFIA MAHMOOD 
CHIEF FIRE OFFICER TREASURER 
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Agenda Item No. 
 

WEST MIDLANDS FIRE AND RESCUE AUTHORITY 
 

AUDIT AND RISK COMMITTEE 
 

25 SEPTEMBER 2023 
 
 
 1. INTERNAL AUDIT – PROGRESS REPORT 

 
  Report of the Audit Services Manager [Sandwell MBC]. 
 
  RECOMMENDED that: 
 
  The Internal Audit Progress Report be noted. 

 
 2.  PURPOSE OF REPORT. 
  

  To ask the Committee to note the issues raised from the work 
undertaken by Internal Audit so far in the current financial year. 

 
3. BACKGROUND 
 
  The Internal Audit Progress Report contains details of the matters arising 

from internal audit work undertaken so far in the current year. The 
purpose of the report is to bring the Committee up to date with the 
progress made against the delivery of the 2023/24 Internal Audit Plan. 
The information included in the progress report will feed into, and inform, 
the overall opinion in the Internal Audit Annual Report issued at the year 
end. 

 
  It summarises the audit work undertaken in a tabular format, and 

includes: 
 

• The areas subject to review (Auditable Area). 

• The level of risk to the Authority assigned to each auditable area 
(high, medium or low). 

• The number and type of recommendations made as a result of 
each audit review. 

• The number of recommendations accepted by management. 

• The level of assurance given to each system under review. 

• Details of any key issues arising from the above. 
 

 

Item 5
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4. EQUALITY IMPACT ASSESSMENT 
 

In preparing this report an initial Equality Impact Assessment is not 
required and has not been carried out. The matters contained in this report 
will not lead to and/or do not relate to a policy change. 

 
5. LEGAL IMPLICATIONS 
 

The Accounts and Audit Regulations Act states that a relevant body 
must “maintain an adequate and effective system of internal audit of its 
accounting records and of its system of internal control in accordance 
with the proper internal audit practices”. 

 
6. FINANCIAL IMPLICATIONS 
 
  There are no direct financial implications arising from this report. 
 
 
 
BACKGROUND PAPERS 
 
None 
 
 
 
 
 
 
Peter Farrow 
Audit Services Manager, Sandwell MBC 
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Internal Audit Progress Report as at 31 August 2023 

Audit and Risk Committee – 25 September 2023 
 

 

 

 

 

1. Introduction 

2. Summary of work completed and in progress 

3. Issues arising 

4. Other activities 

5. Service quality questionnaire feedback 
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Ref:  AU/A&R/2023/Sep/20809231 
 

1 Introduction 

The purpose of this report is to bring the Audit and Risk Committee up to date with the progress 
made against the delivery of the 2023/24 Internal Audit plan.  

The information included in this progress report will feed into and inform our overall opinion in 
our Internal Audit annual report issued at the year end.  

Where appropriate each report we issue during the year is given an overall opinion based on 
the following criteria:  

 

No Assurance Limited Reasonable Substantial 

Immediate action is 
required to address 
fundamental gaps, 
weaknesses or non-
compliance identified. 
The system of 
governance, risk 
management and 
control is inadequate 
to effectively manage 
risks to the 
achievement of 
objectives in the area 
audited. 

Significant gaps, 
weaknesses or non-
compliance were 
identified. 
Improvement is 
required to the system 
of governance, risk 
management and 
control to effectively 
manage risks to the 
achievement of 
objectives in the area 
audited. 

There is a generally 
sound system of 
governance, risk 
management and 
control in place. Some 
issues, non-
compliance or scope 
for improvement were 
identified which may 
put at risk the 
achievement of 
objectives in the area 
audited. 

A sound system of 
governance, risk 
management and 
control exists, with 
internal controls 
operating effectively 
and being consistently 
applied to support the 
achievement of 
objectives in the area 
audited. 

This is based upon the number and type of recommendations we make in each report. Each 
recommendation is categorised in line with the following: 

Priority rating for issues identified 

Fundamental action is 
imperative to ensure that the 
objectives for the area under 
review are met. 
 

Significant requires action to 
avoid exposure to significant 
risks in achieving the 
objectives for the area under 
review. 

Merits attention action is 
advised to enhance risk 
mitigation, or control and 
operational efficiency. 
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2 Summary of work in progress as at 31 August 2023 

Auditable Area 
ANA 

Rating 

Suggested/Agreed Actions Level of 
Assurance Fundamental Significant 

Merits 
attention 

Total 
Number 
accepted 

Completed and reported for first time:        

Partnerships Medium 0 6 0 6 6 Limited 

Data Protection High 0 0 0 0 0 Substantial 

        

In progress:        

Fixed Asset Accounting/Asset Planning KFS       

        

To be started:        

Risk Management High       

Governance High       

Accounts Payable KFS       

Payroll KFS       

Accounts Receivable KFS       

Budgetary Control KFS       

Absence Management Medium       

IT High       
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Key: KFS = Key Financial System 
        ANA = Audit Needs Assessment 
        Draft = Draft report issued to client and awaiting formal response 
     NA = Not Applicable 
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3 Issues arising  

Partnerships 

An audit was undertaken to review and assess the partnership governance and monitoring 
processes, and to provide assurance on how well they were embedded within the Authority. 

A key function of the Partnership Team is the provision of strategic support to identify, 
implement and manage appropriate partnerships. This was managed by the introduction of 
the Partnership and Governance Arrangements and Framework Guidance and Toolkit 
which were introduced in 2016/2017. 

Since the previous audit review in this area the partnership activity has reduced 
significantly over the past 12-18 months due to both the Covid pandemic and a reduction in 
the funding available for partnership activities. 

Of those partnership arrangements that remained, we did identify a number of key issues 
relating to: 

• The Partnerships Governance Arrangements and Framework Guidance /Toolkit 
documents had not been updated since 2017 and therefore may not reflect current 
working practices or guidance.  

• It was agreed at the time of our last review that quarterly performance checks would 
be formally undertaken and documented. However, there was no real clear evidence 
of this on a routine basis for the period reviewed. As such, it was not explicit whether 
the expected outcomes of projects were being achieved and recognised as so. 

• For one of the projects we reviewed, there appeared to be an inadequate initial set 
up, or ongoing monitoring arrangements, due to the lack of a formally agreed 
memorandum of understanding being established at the outset of the project. 

• For the same project there was also a lack of a formally agreed guidance and output 
requirements from the outset for the funding received for the project. 

• For another project, the memorandum of understanding was not signed/endorsed by 
an appropriate officer from the Fire Service evidencing the formal acceptance of the 
terms and conditions for the project. 

• The memorandum of understanding for a further project was not signed/endorsed by 
all parties to the project to evidence their formal acceptance of the terms and 
conditions for the project. 

 
An action plan has been produced by the Authority to address these matters and the 
implementation of them will be confirmed during a follow-up exercise to be undertaken as 
part of the internal audit plan for 2024/25. 
 

Data Protection 

The objective of our review was to assess how well the Authority was meeting its 
requirements relevant to the General Data Protection Regulations (GDPR). We did not 
identify any issues of significance.  

In our previous review of this area, we noted that at the time assurance could not be 
provided that subject access requests were being responded to within specified deadlines, 
and errors had been noted in monthly monitoring reports presented to the Strategic 
Enabling Team (SET) detailing the number of Subject Access Requests (SARs) and 
Freedom of Information Requests (FOIs) received by the Authority, and how many had 
been responded to within a specified time frame. As part of our current review, we followed-
up these matters and were pleased to confirm that they had been addressed, with 



 

                                                                                                                                                  Internal Audit Progress Report as at 31 August 2023 

 

[IL0: UNCLASSIFIED] 
5 

automated processing now in place to ensure requests are dealt with on a timely basis and 
the Strategic Enabling Team making use of Power Bi dashboards to provide access to 
relevant information and statistics enabling effective monitoring to be undertaken. 

 

4 Other activities 

Advice and Guidance 

We provide on-going advice and guidance to the authority to assist with the continuous 
improvement of the overall control environment. 
 
CIPFA – Audit Committee Updates  

We continue to present the regular CIPFA Audit Committee Updates to the Audit and Risk 
Committee. 

  
Internal Audit Plan 2023/24  

We submitted the Internal Audit annual plan for 2023/24 to the committee for approval at 
the March 2023 meeting. 
 
Internal Audit Annual Report 2022/23  

We presented the Internal Audit annual report for 2022/23 to the committee for comment 
and approval at the June 2023 meeting. 

  
Counter Fraud  

We continue to lead on the Cabinet Office’s National Fraud Initiative and their other 
associated fraud related activity (such as the Annual Fraud Survey), on behalf of the 
authority and to provide the main point of contact for any investigations into potential 
fraudulent activity.  
 

 

5 Service quality questionnaire (SQQ) feedback  

 Feedback to be provided when completed SQQs are received. 
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WEST MIDLANDS FIRE AND RESCUE AUTHORITY 
 

AUDIT AND RISK COMMITTEE 
 

25 SEPTEMBER 2023 
 
 
1. INTERNAL AUDIT BY SANDWELL MBC – INFORMATION 

GOVERNANCE 
 

Report of the Clerk to the Authority. 
 
RECOMMENDED 

 
THAT the contents of this report are noted for information. 

 
2. PURPOSE OF REPORT 
 

To provide assurance to the Audit and Risk committee that 
information governance activities within the organisation are 
audited and monitored.  

 
3. BACKGROUND 
 
3.1 Sandwell MBC, as part of their internal audit plan, undertakes an 

annual themed review of information governance activities in West 
Midlands Fire Service.  The outcome report gives a determination 
of the level of assurance and makes recommendations for 
improvement. 

 
3.2 This review commenced on 7th March 2023 and concluded on 

24th August 2023. 
 
3.3 The focus was the data protection area. 
 
3.4 Internal documents and publicly available documents were 

examined plus any additional information to inform the final 
determination. 

 
4. OUTCOMES 
 

A clean report with a determination level of ‘substantial assurance’ 
and confirmation that the actions generated by the previous review 
in 2020-21 have been implemented.  
 

Item 6



 

 
Ref. AU/A&R/2023/Sept/91209232 

OFFICIAL 

OFFICIAL 

The full report is detailed in appendix 1. 
 

5. EQUALITY IMPACT ASSESSMENT 
 

Not required. 
 
6. LEGAL IMPLICATIONS 
 

Non-compliance with relevant information governance legislation 
could result in reputational damage and monetary penalties by the 
Information Commissioner’s Office (ICO). 

 
7. FINANCIAL IMPLICATIONS 
 

None. 
 
8. ENVIRONMENTAL IMPLICATIONS 
 

None. 
 
BACKGROUND PAPERS 

Final Report - Data Protection 2023.docx

 
 
The contact for this report is Martina Doolan, Data and Governance 
Manager, martina.doolan@wmfs.net. 
 
 
Simon Barry 
ASSISTANT CHIEF FIRE OFFICER  
AND DIRECTOR OF ENABLING SERVICES 
 
 
 
 
 
 
 
 
 
 
 
 
 

file:///C:/Users/Martina.Doolan/Documents/Audit%202020/Final%20Report%20-%20Data%20Protection%202023.docx
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APPENDIX 1 
 

 

 

 

 

 

 

 

 

  

 

 

Draft Internal Audit Report 
Key Financial System - Budgetary Control 
Or name of area and audit undertaking 

Report no: FS605 
Date issued: August 2023 
 
Contents: 
 

1. Executive summary 
 

2. Issues arising 
 

 

Report distribution: 

Kash Singh – Head of Digital and Data 

Karen Gowreesunker – Assistant Chief Fire Officer, 

Director of Enabling Services & SIRO 

Martina Doolan – Data Manager 

 

 

 

Internal Audit Report 

Data Protection 
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Executive summary 

Introduction  

An audit of Data Protection was undertaken as part of the approved Internal Audit Plan. 

 

Scope and objectives of audit work 

Our audit considered the objectives and the potential risk to the achievement of those 
objectives. 

Objectives Reviewed Potential Risks 

To assess how well the Authority is meeting its 
requirements relevant to the General Data 
Protection Regulations. 

• Non-adherence to the Data Protection 
Act 2018 (DPA 2018), and the General 
Data Protection Regulation (GDPR).  

• Ineffective monitoring processes in place 
to ensure compliance. 

Limitations to scope of audit To review the control arrangements in 
operation relating to the activities of the 
Authority undertaken during the review 
period. 

Overall conclusion 

Our audit provides substantial assurance over the adequacy of the controls reviewed as 
part of the process to mitigate risks to an acceptable level. 

No Assurance Limited Reasonable Substantial 

Immediate action is 
required to address 
fundamental gaps, 
weaknesses or non-
compliance 
identified. The 
system of 
governance, risk 
management and 
control is inadequate 
to effectively 
manage risks to the 
achievement of 
objectives in the 
area audited. 

Significant gaps, 
weaknesses or non-
compliance were 
identified. 
Improvement is 
required to the 
system of 
governance, risk 
management and 
control to effectively 
manage risks to the 
achievement of 
objectives in the 
area audited. 

There is a generally 
sound system of 
governance, risk 
management and 
control in place. 
Some issues, non-
compliance or scope 
for improvement 
were identified 
which may put at 
risk the achievement 
of objectives in the 
area audited. 

A sound system of 
governance, risk 
management and 
control exists, with 
internal controls 
operating effectively 
and being 
consistently applied 
to support the 
achievement of 
objectives in the 
area audited. 
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Key issues identified 

We have not identified any significant issue where improvement could be made.  

As part of the previous internal audit review of Data Protection, we identified two 
issues relating to: 

• Assurance could not be provided that subject access requests were 
responded to within specified deadlines. 

• Monthly monitoring reports were presented to the Strategic Enabling Team 
(SET) detailing the number of Subject Access Requests (SARs) and Freedom 
of Information Requests (FOIs) received by the Authority, and how many had 
been responded to within a specified time frame. It was identified that the 
reports presented to SET contained errors. 
 

As part of the current review, we have followed-up these matters and confirmed that 
they have been addressed, with automated processing now in place to ensure 
requests are dealt with on a timely basis and the SET has access to the Power Bi 
dashboard to provide access to relevant information and statistics enabling effective 
monitoring to be undertaken. 

 

Limitations inherent to the internal auditor’s work 

This report has been prepared solely for the 
authority in accordance with the terms and 
conditions set out in the terms of reference. 
Internal audit does not accept or assume any 
liability of duty of care for any other purpose 
or to any other party. This report should not 
be disclosed to any third party, quoted or 
referred to without prior consent. Internal 
audit has undertaken this review subject to 
the limitations outlined below.  

Internal control 

• Internal control systems, no matter 
how well designed and operated, are 
affected by inherent limitations. 
These include the possibility of poor 
judgement in decision making, 
human error, control processes 
being deliberately circumvented by 
employees and others, management 
overriding controls and the 
occurrence of unforeseeable 
circumstances. 

Responsibilities of management and 
auditors 

• It is management’s responsibility to develop 
and maintain sound systems of risk 
management, internal control and 
governance for the prevention and detection 
of irregularities and fraud. Internal audit work 
should not be seen as a substitute for 
management’s responsibilities for the design 
and operation of these systems.  

• Internal audit endeavours to plan audit work 
so that it has a reasonable expectation of 
detecting significant control weakness and if 
detected, will carry out additional work 
directed towards identification of consequent 
fraud or other irregularities. However, 
internal audit procedures alone, even when 
carried out with due professional care, do 
not guarantee that fraud will be detected.  

• Accordingly, these examinations by internal 
auditors should not be relied upon solely to 
disclose fraud, defalcations or other 
irregularities which may exist. 
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WEST MIDLANDS FIRE AND RESCUE AUTHORITY 

AUDIT AND RISK COMMITTEE 
WORK PROGRAMME 2023/24 

 

Date of 
Meeting 

Item 
 

Responsible 
Officer 

Completed 

2023 

24 July 2023 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Statement of Accounts 2022/23 (Draft Unaudited 
Approval) 

Treasurer   24 July 2023  

Treasury Management Annual Report 2022/23 
 

Treasurer 24 July 2023 

Audit Plan 2022-2023  
 

Grant Thornton Deferred.  

External Auditors Sector Progress Report  
 

 24 July 2023  

Terms of Reference  Deputy Clerk  
 

Fire Authority -  

26 June 2023 

Pension Board Action Plan and Risk Register 
 

Deputy Clerk   N/A. 

Minutes of the Audit and Risk Committee held on 19 
June 2023 

Democratic Services 
Officer 

24 July 2023 

Minutes of the Pension Board held on 29 March 
2023 
 

Democratic Services 
Officer 

N/A. 

Audit and Risk Committee Draft Work Plan 2023/24 Democratic Services 
Officer 
 

24 July 2023 

Item 8
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25 Sept 2023 
 

Audit Progress & Sector Update 
 

Grant Thornton 25th September 

Internal Audit Progress Report Audit Manager 25th September 

CIPFA Report  
 

Audit Manager  
 

25th September  

 Annual Thematic Audit Report of WMFS Information 
Governance 

Data and 
Governance 
Manager 

25th September 

 Minutes of the Audit and Risk Committee held on 24 
July 2023 

Democratic Services 
Officer 

25th September  
 

 Audit and Risk Committee Work Plan 2023/24 Democratic Services 
Officer 

25th September 

9 Oct 2023 
[Authority] 

Minutes of the Audit and Risk Committee held on 24 
July 2022 
 

Democratic Services 
Officer 

 

27 Nov 2023 
 

Minutes of the Audit and Risk Committee held on 25 
September 2023 

Democratic Services 
Officer 

 

Audit Findings 2022/23 Grant Thornton  

Statement of Accounts 2022/23 (for approval) Treasurer   

Audit Progress & Sector Update 
 

Grant Thornton  
 

 

Internal Audit Progress Report 
 

Audit Manager 
 

 

Treasury Management Mid-Year Report 2023/24 
 

Treasurer 
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Corporate Risk Update Q1 & Q2 2023/24 
 

ACFO Strategic 
Enabler (Enabling 
Services) 

 

Fraud Awareness Training Phil Tromans 
John Matthews 

 

Audit and Risk Committee Work Plan 2023/24 
 

Democratic Services 
Officer 

 

11 Dec 2023 
(Authority) 

Audit Findings 2022/23 
 
Statement of Accounts 2022/23 
 
Minutes of the Audit and Risk Committee held on 25 
September 2023 

Grant Thornton 
 
Treasurer  

 

Democratic Services 

Officer 

  

 

 
2024 

12 Feb 
2024 
(Authority) 

Audits Annual Report 2022/23 (May be A&R March 
2024) 

 

Grant Thornton 

 

25 March 
2024 
 
 
 
 
 
 
 

Minutes of the Audit and Risk Committee held on 27 
November 2023  

Democratic Services 
Officer 

 

Audit Progress & Sector Update 
 

Grant Thornton   

Internal Audit Progress Report  
 

Audit Manager   

Monitoring Policies and RIPA 
(Annual Whistleblowing Report) (May be June 2024)  

Monitoring 
Officer/ACFO 
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Strategic Enabler 
(Enabling Services) 

Internal Audit Plan 2023/24 Audit Manager  

Audit Plan 2023/24 (possibly in June 2024 - tbc) 
 

Grant Thornton  

Internal Audit Charter – Annual Review Audit Manager  

Informing the Audit Risk Assessment – West Midlands 
Fire and Rescue Authority 2022/23 (possibly in March 
2023 but may need to be June 2023 - tbc) 

Grant Thornton 
 

 

Auditors Annual Report (May be Authority in February 
2023) 

Grant Thornton  

Internal Audit Report - Data Governance ACFO Strategic 
Enabler (Enabling 
Services) /Data and 
Governance Manager 

 

Annual SIRO report ACFO Strategic 
Enabler (Enabling 
Services) 

 
 

Audit and Risk Committee Work Plan 2023/24 Democratic Services 
Officer 

 

Committee Members’ Private meeting with Internal 
Auditors (to follow Committee) 

Audit Manager 
 

 

15 April 
2024 

Minutes of the Audit and Risk Committee held on 27 
November 2023 
 

Democratic Services 
Officer 
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17 June 
2024 
 
 
 
 
 
 
 
 
 
 
 

 

Annual Internal Audit Report 2023/24 Audit Manager  

Governance Statement 2023/24 Treasurer  

Monitoring Policies and RIPA 
(Annual Whistleblowing Report) (May be March 2024) 
 

Monitoring 
Officer/ACFO 
Strategic Enabler 
(Enabling Services) 

 

Corporate Risk Update Q3 & Q4 2023/24 ACFO Strategic 
Enabler (Enabling 
Services) 

 

Audit Plan 2023/24 (possibly in March 2024 - tbc) Grant Thornton 
 

 

Informing the Audit Risk Assessment – West Midlands 
Fire and Rescue Authority 2022/23 (possibly in March 
2023 but may need to be June 2024 - tbc) 

Grant Thornton 
 

 

Audit Progress & Sector Update 
 

Grant Thornton   

Internal Audit Progress Report (TBC) 
 

Audit Manager  

Terms of Reference  Democratic Services 
Officer  

 

Minutes of the Audit and Risk Committee held on 25 
March 2024 

Democratic Services 
Officer 

 

Audit and Risk Committee Work Plan 2023/24 Democratic Services 
Officer 

 

Committee Members’ Private meeting with External 
Auditors  

Grant Thornton  
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Workshop for Members on Statement of Accounts 
2022/23 

Treasurer  

24 June 
2024 
[Authority] 

Governance Statement 2023/24 
 
Minutes of the Audit and Risk Committee held on  
25 March 2024 

Treasurer  
 
Democratic Services 
Officer 

 
 
 

 

22 July 
2024 
 

Minutes of the Audit and Risk Committee held on 17 
June 2024 

Democratic 
Services Officer 

 

Statement of Accounts 2023/24 (Draft Unaudited 
Approval) 

Treasurer   
 

 

Annual Report of the Audit and Risk Committee 
2022/23 for approval 

Deputy Clerk / 
Democratic Services 
Officer 

 

Treasury Management Annual Report 2023/24 
 

Treasurer  

Audit and Risk Committee Draft Work Plan 2024/25 Democratic 
Services Officer 

 

 
*deferred items from 2022-2023 work plan - Vacant Residential Properties Update – Date – TBC.  
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