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https://www.grantthornton.co.uk/globalassets/1.-member-firms/united-kingdom/pdf/annual-reports/transparency-report-2020.pdf
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Section 1: Executive summary

To support the financial statement audit of West Midlands Fire and Rescue

Authority for year ended 31st March 2022, Grant Thornton has completed a

design and implementation review of the IT General Controls (ITGC) for

applications identified as relevant to the audit.

This report sets out the summary of findings, scope of the work, the

detailed findings and recommendations for control improvements.

We would like to take this opportunity to thank all the staff at West

Midlands Fire and Rescue Authority for their assistance in completing this

IT Audit.

01. Executive summary

04. Detail of IT audit findings

02. Scope and summary of work completed

03. Summary of IT audit findings 
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Section 2: Scope and summary of work completed

01. Executive summary

02. Scope and summary of work completed

03. Summary of IT audit findings 

04. Detail of IT audit findings

The objective of this IT audit was to complete a design and implementation

review of West Midlands Fire and Rescue Authority’s ITGC to support the

financial statement audit. The following applications were in scope of this

audit:

• Oracle Fusion

• Active Directory

We completed the following tasks as part of this ITGC review:

• Evaluated the design and implementation effectiveness for security 

management; change management and technology infrastructure 

controls

• Performed high level walkthroughs, inspected supporting documentation 

and analysis of configurable controls in the above areas

• Performed a detailed technical security and authorisation review of West 

Midlands Fire and Rescue Authority’s Oracle system as relevant to the 

financial statements audit

• Performed an assessment of the processes and controls used as part of 

transitioning client onto new system during the audit period; and

• Documented the test results and provided evidence of the findings to 

West Midlands FRA’s IT team for remediation actions where necessary.
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Section 3: Summary of IT audit findings 

01. Executive summary

02. Scope and summary of work completed

03. Summary of IT audit findings

04. Detail of IT audit findings

Assessment Number

Significant ⚫

Deficiency
4

Deficiency ⚫
2

Improvement ⚫

Opportunity
2



© 2022 Grant Thornton UK LLP  |  The IT Audit Findings Report for West Midlands Fire & Rescue Authority | 31 March 2022

Commercial in confidence

Section 4: Details of IT audit findings

01. Executive summary

04. Details of IT audit findings

02. Scope and summary of work completed

03. Summary of IT audit findings 
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Overview of IT audit findings

IT general controls assessment The following IT general control weaknesses were identified for Oracle Fusion:

• Inadequate control over self-assigning roles in Oracle Cloud by privileged users

• User access within Oracle is not appropriately revoked for terminated employees

• Inadequate control over privileged (individual and generic) accounts within Oracle

• Lack of controls over granting user access within Oracle

• Lack of review of information security/audit logs within Oracle

• Lack of User Acceptance Testing completed for Oracle changes

• Business users not involved in conducting User Acceptance Testing (UAT) in Oracle

The following IT general control weaknesses were identified for Active Directory:

• Inadequate control over privileged (individual and generic) accounts within Active Directory



© 2022 Grant Thornton UK LLP  |  The IT Audit Findings Report for West Midlands Fire & Rescue Authority | 31 March 2022

Commercial in confidence

33

IT general controls assessment findings – Oracle Fusion
Assessment Issue and risk Recommendations

1.
⚫

Inadequate control over self-assigning roles in Oracle Cloud by

privileged users

In the Oracle system, users can self-assign roles. These roles should be

approved through the formal authorisations process for user access

management.

Our audit identified that formal documented approvals were unavailable for

the sampled user with job title – “Workforce Information Analyst” who self-

assigned a role “WMFS Hiring Manager Custom” during the audit period.

(Refer Appendix-1)

Risks

Users who self-assign roles without formally documented approvals from

the line manager or equivalent, creates a risk of inappropriate access

within the application or underlying database resulting in segregation of

duties conflicts.

Management should put proper processes and controls in place for the self-

assignment of user access for privileged users to ensure that the activities

are consistently performed, logged and monitored.

Where new roles are self-assigned, management should have a process in

place to record, approve and action the request based on user role, team

and access level.

Management response

This area is managed by business users and has been operating outside of

our defined IT change management process. This will be resolved. As a

result of the audit findings WMFS will further document and implement an

access request process for our business users to follow. We will ask our

service provider to monitor this until audit reports are in place.

2.
⚫

User access within Oracle is not appropriately revoked for terminated

employees

When an employee leaves the organisation, their access rights to a

system/network should be terminated within a timely manner.

Our audit identified that the sampled terminated user’s account (Leaver’s

Title: Firefighter Fire Officer (Ops)) was still active/ enabled within Oracle

after his leave date. From reviewing the last login date, we noted that the

terminated users account was last logged in 46 days after his termination

date. (Refer Appendix-2)

Risks

Where system access for leavers is not disabled in a timely manner, there

is a risk that former employees will continue to have access and can

process erroneous or unauthorised access transactions.

Management should ensure that a comprehensive user administration policy

and associated procedures are in place to revoke application access in a

timely manner. For a user administration process to be effective, IT must be

provided with timely notifications from HR and/ or line managers.

Management should consider performing user access reviews on all

terminated accounts to ensure all accounts have been disabled in a timely

manner.

Management response

Further investigation required, there will be occurrences whereby staff leave

and return, or move between roles. When there is a leaving date in Oracle, it

is automatically applied to the AD account which is replicated to Azure AD,

the account is automatically disabled after the date of leaving. This prevents

access as only AD accounts can log into Oracle.

A review of the leaver process will be completed and automated processes

implemented to revoke access for terminated employees within Oracle

additionally.

Assessment

 Significant deficiency – ineffective control/s creating risk of significant misstatement within financial statements and / or directly impact on the planned financial audit approach.

 Deficiency – ineffective control/s creating risk of inconsequential misstatement within financial statements and not directly impacting on the planned financial audit approach

 Improvement opportunity – improvement to control, minimal risk of misstatement within financial statements and no direct impact on the planned financial audit approach
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IT general controls assessment findings – Oracle Fusion
Assessment Issue and risk Recommendations

3.
⚫

Inadequate control over privileged (individual and generic) accounts

within Oracle

Only users with appropriate job title and role are provided with privileged

access, as the privileged access provides users with enhanced access to

create, modify or delete user accounts without authorization, read and modify

sensitive data, change system configuration settings without authorization and

approval and delete or disable system audit logs.

Individual Accounts

Our audit identified that there were 212 users from 3rd party support (NAMOS)

who had admin access. It was further noted that 1 user was a senior member

of IT management. We also noted 37 user accounts where the users were not

a member of the IT team. (Refer Appendix-3 & 4 respectively)

Generic Accounts

Our audit identified 5 generic accounts where no information was able to be

provided by client to confirm that the access is appropriately restricted for

those users and how it was restricted. For 3 of the 5 accounts, we were not

provided with information regarding their purpose. (Refer Appendix-5).

Risks

Users with administrative privileges at application level have the ability to

bypass system-enforced internal control mechanisms and may compromise

the integrity of financial data.

Management should undertake a review of all user accounts on Oracle

to identify all individual accounts. For each account identified

management should confirm the

- requirement for the account to be active and be assigned privileged

access

- which users have access

- controls in place to safeguard the account from misuse.

Management response

Generic accounts are against IT policy, though there are some exceptions 

(such as service accounts for integration). An exercise is underway to 

remove legacy generic accounts, followed by a review of individuals with 

privileged accounts.

We will work with our service provider to consolidate and remove 

accounts that remain post implementation (which is ongoing) Senior IT 

management access will be reviewed, this is due to legacy skills in 

integration as well as access 24/7 in case of a significant event. This will 

be reviewed to an appropriate level.

Training and guidance will be given to business system administrators on 

the creation of accounts. These will follow our IT change process. It 

should be noted that account existence in HCM does not mean that all 

people have access as accounts have to be accesses via AD integration 

(we have disabled direct access).

Assessment

 Significant deficiency – ineffective control/s creating risk of significant misstatement within financial statements and / or directly impact on the planned financial audit approach.

 Deficiency – ineffective control/s creating risk of inconsequential misstatement within financial statements and not directly impacting on the planned financial audit approach

 Improvement opportunity – improvement to control, minimal risk of misstatement within financial statements and no direct impact on the planned financial audit approach
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IT general controls assessment findings – Oracle Fusion
Assessment Issue and risk Recommendations

4.
⚫

Lack of controls over granting user access within Oracle

When a new employee joins the organization, their access rights to a

system/network should be approved by an appropriate individual before being

granted according to his/her job role.

Our audit identified for a new starter joining the organisation, the permissions

were not specified on the request. The example we examined showed that a

“Temporary Revenues Assistant” was granted the following roles –

a) Accounts Payable Invoice Supervisor

b) Accounts Payable Manager

c) Accounts Payable Payment Supervisor

d) Accounts Payable Specialist

e) Accounts Payable Supervisor

f) Accounts Receivable Manager

g) Accounts Receivable Manager Segregated Role

h) Accounts Receivable Specialist

i) Accounts Receivable Specialist Segregated Role

j) Application Administrator

k) Budget Manager

l) Collections Manager

m) Cost Accountant

n) Financial Application Administrator

o) General Accountant

p) Next Gen Human Resource Help Desk User

q) Supplier Administrator

r) Supplier Manager

Management should develop formal user access management

procedures to ensure activities are consistently performed, logged and

monitored.

Management should grant permissions based upon the role and

responsibilities of the users and on the principle of least privilege.

These should be reviewed regularly.

Where new user access requests are initiated, management should

have a process in place to record, approve and action the request

based on user role, team and access level.

Management response

Process for new/amended starter to be reviewed and consideration to 

how staff request access to Oracle is incorporated in the process.

Privileged roles to be reviewed with our Implementation partner and to 

reduce the number of privileged accounts applied to staff. 

Assessment

 Significant deficiency – ineffective control/s creating risk of significant misstatement within financial statements and / or directly impact on the planned financial audit approach.

 Deficiency – ineffective control/s creating risk of inconsequential misstatement within financial statements and not directly impacting on the planned financial audit approach

 Improvement opportunity – improvement to control, minimal risk of misstatement within financial statements and no direct impact on the planned financial audit approach
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IT general controls assessment findings – Oracle Fusion
Assessment Issue and risk Recommendations

⚫
s) WMFS BI Admin Custom

t) WMFS Employee Custom

u) WMFS_NETTING

The users job title is not compatible with the permissions granted. We were

unable to obtain evidence as to who approved and granted the access rights.

(Refer Appendix-6)

Risks

User access may not be appropriately aligned to job role requirements which

may lead to inappropriate access within the application or underlying data.

Assessment

 Significant deficiency – ineffective control/s creating risk of significant misstatement within financial statements and / or directly impact on the planned financial audit approach.

 Deficiency – ineffective control/s creating risk of inconsequential misstatement within financial statements and not directly impacting on the planned financial audit approach

 Improvement opportunity – improvement to control, minimal risk of misstatement within financial statements and no direct impact on the planned financial audit approach
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IT general controls assessment findings – Oracle Fusion
Assessment Issue and risk Recommendations

5.
⚫

Lack of review of information security/audit logs within Oracle

The applications are configured to generate audit logs which are proactively

reviewed to detect any unauthorised access attempts or inappropriate use of the

application.

Our audit identified that the audit logs are not monitored and reviewed periodically.

We were further informed that the monitoring is done only on need basis (ad hoc

monitoring).

Risks

Without formal and routine reviews of security event logs, inappropriate and

anomalous activity may not be detected and resolved in a timely manner.

Additionally, unauthorised system configuration and data changes made using

privileged accounts will not be detected by management.

It is recommended that security event logs are reviewed on a regular

basis for example daily or weekly, ideally by an IT security

personnel / team who are independent of those administrating [the

application] and its underlying database.

Any issues identified within these logs should be investigated and

mitigating controls implemented to reduce the risk of reoccurrence.

Management response

Work is underway with our delivery partner to build the necessary 

audit reports to audit user activity in Oracle.

6.
⚫

Lack of User Acceptance Testing completed for Oracle changes

Changes to an application undergoes the User Acceptance Testing which is

performed and signed off by business users confirming that the change proposed by

the vendor does not adversely impact the existing operation of the application.

Our audit identified that the evidence was not available for a sample change (ticket

#SR-9293) being tested (i.e., UAT being performed) and approved prior to moving

into production was not available.

Risks

Failure to adequately perform change management testing prior to releasing the

change into the production environment could lead to a loss of data integrity,

processing integrity and/or system down-time.

Management should ensure that change management procedures

are recommunicated to staff so that testing is performed and

approved prior to introducing a change into the live environment.

Documentation should be retained in order to identify who and when

changes have occurred in the system.

Management response

Oracle governance is an area that had already been identified and a 

Oracle Governance Board with key stakeholders from around the 

service has been setup. This will be a centralised place that will 

ensure that changes are managed in this project board.

Recent strategic structure changes will align Oracle with the Enabling 

Service Directorate, to bring these elements under the control of the 

IT teams.

Assessment

 Significant deficiency – ineffective control/s creating risk of significant misstatement within financial statements and / or directly impact on the planned financial audit approach.

 Deficiency – ineffective control/s creating risk of inconsequential misstatement within financial statements and not directly impacting on the planned financial audit approach

 Improvement opportunity – improvement to control, minimal risk of misstatement within financial statements and no direct impact on the planned financial audit approach
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IT general controls assessment findings – Oracle Fusion
Assessment Issue and risk Recommendations

7.
⚫

Business users not involved in conducting User Acceptance Testing in

Oracle

User Acceptance Testing for a change in an application must include business

users who can confirm that there are no functionality errors, and the change is

ready to be put into live environment.

Our audit identified that the no evidence was available to show that the testing for a

sample of Quarterly Patch – “21D“ was re-performed by appropriate business and

system administration users.

Risks

Without involving business users in UAT before implementing the changes into the

live environment, there is a risk that functionality errors will not be detected. This

could further lead to a loss of data integrity, processing integrity and/or system

down-time.

Management should ensure that change management procedures

are recommunicated to staff so that business users perform UAT

prior to introducing a change into the live environment.

Changes should be approved by business users to ensure the

changes being made have been appropriately tested and approved.

Management response

WMFS have utilised business users as part of patching and change 

process, this is a new responsibility for them. We are restructuring our 

IT teams to include an Applications Support Team who will provide 

help and support for our users and coordinate activity around testing.

Part of this process will include the creations of documentation and 

processes as well as alignment to the Oracle Governance Board.

Formalisation through the It change process will ensure recording of 

testing outcomes before the changes are passed.

Assessment

 Significant deficiency – ineffective control/s creating risk of significant misstatement within financial statements and / or directly impact on the planned financial audit approach.

 Deficiency – ineffective control/s creating risk of inconsequential misstatement within financial statements and not directly impacting on the planned financial audit approach

 Improvement opportunity – improvement to control, minimal risk of misstatement within financial statements and no direct impact on the planned financial audit approach
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IT general controls assessment findings – Active Directory
Assessment Issue and risk Recommendations

8.
⚫

Inadequate control over privileged (individual and generic) accounts

within Active Directory

Only users with appropriate job title and role are provided with privileged

access, as the privileged access provides users with enhanced access to

create, modify or delete user accounts without authorization, read and

modify sensitive data, change system configuration settings without

authorization and approval and delete or disable system audit logs.

Individual Accounts

Our audit identified that –

• For 1 user account “Adm.SimonB”, the user was a member of senior

IT management. (Refer Appendix-7)

• For 1 user account “Adm Cygnia”, no information was provided by the

client if that user is a member of the IT team or not. (Refer Appendix-8)

Generic Accounts

Our audit identified 17 generic user accounts where the passwords were

not changed after each use. Further, no information was provided if the

generic user activity is logged and monitored.

Further, for 10 out of those 17 generic user accounts, no information was

provided if the password is held in secure location/password manager.

(Refer Appendix-9)

Risks

Users with administrative privileges at application level have the ability to

bypass system-enforced internal control mechanisms and may

compromise the integrity of financial data.

The use of generic or shared accounts with high-level privileges increases

the risk of unauthorised or inappropriate changes to the application or

database. Where unauthorised activities are performed, they will not be

traceable to an individual.

Management should undertake a review of all user accounts on Oracle to

identify all individual accounts. For each account identified management

should confirm the

- requirement for the account to be active and be assigned privileged access

- which users have access

- controls in place to safeguard the account from misuse.

Management should implement suitable controls to limit access and monitor

the usage of these accounts (i.e., through increased use of password vault

tools / logging and periodic monitoring of the activities performed). Where

monitoring is undertaken this should be formally documented and recorded.

Management response

Privileged accounts are manged for the IT Team, the account identified as 

being a member of the senior management team is due to the manager being 

part of our on-call arrangements. As part of our security review project, we 

intend on implementing the Microsoft least trust privilege which will remove 

accounts of this this type.

Adm Cygnia was an account created for a specific piece of work and was 

disabled after the work was completed. However, a review of accounts is 

ongoing, and all legacy generic external accounts will be reviewed, with a view 

to removal to align with our IT Policies.

All internal staff have named accounts, this will be reviewed and checked.

All passwords are stored in a password safe as part of our Devolutions access 

management software.

31st March 23

Assessment

 Significant deficiency – ineffective control/s creating risk of significant misstatement within financial statements and / or directly impact on the planned financial audit approach.

 Deficiency – ineffective control/s creating risk of inconsequential misstatement within financial statements and not directly impacting on the planned financial audit approach

 Improvement opportunity – improvement to control, minimal risk of misstatement within financial statements and no direct impact on the planned financial audit approach
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