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APPENDIX 2 
 

STANDING ORDER 1/05 – DATA PROTECTION ACT 1998 
(APPENDIX 4) 

1. Procedures 

West Midlands Fire Service fully endorse and adhere to the principles of the 

Data Protection Act 1998. 

The Service regards the lawful and correct treatment of personal information 

as very important to successful service delivery and to maintain confidence 

between service users, employees including temporary staff, volunteers and 

those communities we serve.  The Service is committed to respecting all 

rights of those individuals whose personal data it processes and will ensure 

personal information will be treated lawfully and correctly in accordance with 

the legislation.  It will adopt best practice as designated by the Information 

Commissioner’s Office where possible. 

The Service has defined a number of distinctive roles to manage data 

protection. 

 

Role Title Position in the Organisation 

Data Protection Officer Data Management Officer 

Information Asset 

Owner (IAO) 

SET member from each function responsible for data 

management within their respective function.  Also to be the 

liaison point for the Data Protection Officer.   

Data User All those that handle data.  All individuals have a 

responsibility to ensure the integrity of the data they use. 

Each employee or potential data user will be given such information, 

instructions and training as is necessary in order to ensure that they are 

aware of their contractual responsibilities in relation to personal data and so 

that they are aware that they can, in some cases, be held personally 

responsible if any personal data is improperly disclosed, destroyed or 

obtained. 

The Data Protection Officer has responsibility to co-ordinate the Service’s 

response to the Data Protection Act 1998 and the Freedom of Information Act 

2000, to ensure that the provisions of the legislation are met.   

The IAO will have overall responsibility for the personal data kept within their 

particular department to ensure that such data is maintained in accordance 

with the principles of the Data Protection Act 1998.  This does not absolve 
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Data Users from their responsibility of ensuring that personal data is 

maintained in accordance with these principles.  

1.1 Scope of personal data 

Definition of Personal data or information 

Is any information held electronically (including all emails) or manually – which 

relates to a living individual who can be identified: 

• From the information 

• From the information combined with other information which is in the possession of the 

Service or is likely to come in to the possession of the Service 

• Includes any intentions or opinions the Service may have towards the individual 

Sensitive Personal data 

The Data Protection Act 1998 defines sensitive personal information as 

information related to: 

• Racial or ethnic origin 

• Political opinions 

• Religious or other similar beliefs 

• Membership of trade unions 

• Physical or mental health or condition 

• Sexual life 

• Convictions, proceedings and criminal acts 

(See Appendices 1 and 2 for further information) 

1.2 Personal records 

All information held on a Personal Record File (PRF) will be maintained with a 

high level of confidentiality and only disclosed to those individuals who 

reasonably require it as part of their duties. 

Files that are maintained locally or within the Occupational Health Unit will 

comply with the same level of confidentiality. 

Information held on a Personal Record File will not be kept for longer than is 

absolutely necessary and documents will be removed and destroyed in a 
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timely manner following the period agreed below.   

1.2.1 Computerised Personal Record File 

It is the policy of West Midlands Fire Service that one primary Personal 

Record File will be maintained for each employee.  The information in this file 

will relate to the individual only and will be maintained by People Support 

Services (PSS) and the employee in accordance with the Data Protection Act 

1998. 

Appendix 3 details the information that can be held in the Computerised 

Personal Record File.   

1.3 Local Personal Record File 

It is acknowledged that in order to manage locally, certain items of personal 

information must be retained locally on station or within sections; these 

include performance, attendance management, training information and 

Permits to Work.  These files must be maintained in accordance with the Data 

Protection Act 1998. 

A  Personal Record File can be maintained at the location of the individual but 

must only contain the items of information as listed in Appendix 3.   

These files should be sent back to PSS when the employee ceases 

employment.  If an employee moves temporarily for more than 4 weeks or 

permanently to another location the file should be forwarded to the other 

locations clearly marked confidential and addressed to the new line manager.  

Any movement of files must be conducted under confidential cover in sealed 

envelopes, with the delivery and receipt recorded.  

All information must be kept securely and in confidence. 

1.4 Employee Access 

1.4.1 Personal record file 

All employees under the terms of the Data Protection Act 1998 are entitled to 

know what personal information the organisation holds about them and how it 

is being processed.  If an employee requires access to their personal record 

file (PRF) information, the following procedure must be followed. 

• Requests should be made in writing to the PSS, giving a minimum of 3 

days notice. 

• PSS will liaise with the employee to facilitate access,  
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• The Data Protection Act 1998 gives employees an entitlement to 

information and not documents 

If the employee wishes a third party to be present when viewing the file, for 

example, a legal or trade union representative, this must be included in the 

request.  Representatives will not be allowed to view the file independently 

without the explicit written consent of the employee concerned.  

Every employee has the ability to view their electronic personal information 

file.  If inaccurate information is found on the system and the employee does 

not have the access to amend it, details should be forwarded to the PSS who 

will make the amendments on their behalf. 

If line managers wish to view a member of staff’s Personal Record File, the 

procedure described above must be followed where a reason must be 

provided for needing to view the file.   

1.4.2 Occupational health records 

Access to occupational health records will follow the procedure described 

above except that the request to view the records is to be submitted to the 

Practice Manager, Occupational Health who may need to liaise with the OH 

Manager or their delegated representative.  

1.4.3 Other personal records 

Requests to access other personal information that the organisation might 

hold should be made in writing to the Data Protection Officer at Fire Service 

Headquarters. The information will then be located and a fee charged if 

appropriate. If the information contains data about any third parties then the 

information will be released if it is reasonable to do so in line with the 

legislation, redacted i.e. personal data removed or a summary of the 

information provided.  

1.5 Information released to a third party 

Requests are sometimes received either in writing or via telephone from third 

parties to release personal information about employees, in all cases written 

permission of the individual must be given before this information is released, 

exception to this will be in certain circumstances where requests are made by 

statutory bodies for information.   

 Sports and Welfare 

Such organisations were previously exempt from the Act, but must now 

comply, but are not required to register under the Data Protection Act 1998. 



 

 

Error! Unknown document property name. 
Ref. AU/AC/93005172 

- 5 -

Whilst it is not necessary to notify the Information Commissioner of the 

personal data held, this does not exempt clubs from the first principle of the 

Act, that is, personal data shall be processed fairly and lawfully. 

1.6 Requests for information 

All other requests for information in whatever form, for example, paper 

records, computer records, tapes, and so on, should be forwarded through to 

the Data Protection Officer. 

If a request for information is received in a department, section or on a station 

it must be date stamped and forwarded immediately for the attention of the 

Data Protection Officer, Data Management Section, marked ‘Confidential - 

Data Protection Request’.  If possible, the request should be sent by e-mail. 

The Data Protection Officer will be responsible for recording the request, 

obtaining the information from the relevant department, charging any 

appropriate fees and ensuring that the request is answered within the 

timescale.  The timescale for response to requests for information is 40 days 

and the suggested fee is £10 but this is not always charged.   

Requests for the disclosure of personal data related to the ‘Transfer of 

Undertakings (Protection of Employment) Regulations’ (TUPE) 2006 are the 

responsibility of PSS department.  These need to be in line with TUPE and 

Data Protection Act 1998 requirements.   

The Data Protection Officer will liaise with the department or station 

concerned for assistance in providing the information requested.  It is 

imperative that information is provided in a timely manner to ensure that the 

specified timescales are met. 

1.6.1 Requests for incident information 

The Service receives enquiries from solicitors, loss adjusters, insurance 

companies and other interested parties for details of fires and other Fire 

Service activities.  The intentions of the enquirer are often unknown or liable 

to change at a later date. 

The Service is not entitled to release information about a data subject to any 

third party without the data subject’s consent; there are a few exceptions, for 

example, data requested by the police to assist them with criminal 

investigations.  Fire Service reports, in particular the Incident Recording 

System (IRS) Fire Report, contain information about persons involved in 

incidents and are therefore not to be released by fire stations. 

All such requests must be submitted in writing by the party wishing to obtain 

the information.  This is to be forwarded to the Central Administration team at 
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e-mail address InformationDisclosure@wmfs.net.  A fee will usually be 

charged for this information. 

1.6.2 Release of information for legal proceedings 

When the Fire Service is involved in legal proceedings, the Civil Procedure 

Rules require that all relevant documents shall be disclosed to the other 

parties involved.  This includes all documents which are, or have been in the 

possession, custody or power of the relevant party and which relate to any 

matter in question between the parties. 

A request for such documentation will usually be made by the PSS Section to 

the relevant section, department or station.  This request includes all relevant 

documents, including original or rough notes, and whether they are supportive 

or potentially damaging, so a thorough search must be made. 

In general terms, it is likely that all available documentation is disclosable and 

therefore, personnel should forward all documents, which will be considered 

by the Service’s advisors before disclosure. 

If original documents are forwarded, copies should be taken and preserved by 

the forwarding party. Where copies of documents are forwarded, care must be 

taken to ensure the best possible quality copy is obtained. 

Stringent time limits are imposed for disclosure of documentation.  Hence it is 

vital that all documents are forwarded, as soon as possible after the request 

has been made. 

1.6.3 Definition of documents (legal proceedings) 

As all relevant documentation should be disclosed, it is not possible to provide 

a definitive list.  However, for the purposes of this order, examples include: all 

paper records, written or printed, reports – including IRS and narratives 

(where provided), internal and external memoranda, accounts, invoices and 

contracts, any information held on computer or other mode of electronic 

storage, for example, e-mails, CD-ROM, diagrams, plans, maps, photographs 

and videos. 

It should be noted that the marking of any disclosable document ‘confidential’ 

or ‘personal’ does not necessarily preclude disclosure in respect of legal 

proceedings. 

The requirements of this standing order emphasise the importance of 

maintaining comprehensive and accurate filing systems, as the implications of 

non-disclosure of relevant documents are far reaching. 
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1.6.4 Information received or requested from the police about 

employees 

On occasions, the Service maybe contacted by police officers, who have 

either requested personal information about employees, or have notified the 

Service that employees have been arrested or involved in incidents to which 

the police have been called.  The Fire Service is not a ‘notifiable occupation’ 

for disclosing convictions of persons for certain employers. 

Therefore, the following procedure will be adopted upon receipt of such 

requests from the police, or where information is received about individual 

employees: 

• Where the police request information from a station, the officer in charge 

should only confirm whether or not an individual is employed at the station 

• Any requests for further information about employees should be refused 

and the requesting police officer referred to the duty principal command 

officer via Fire Control.  The Service will then only release personal details 

where a serious crime is being investigated or where a warrant has been 

issued 

• Information will only be released after receipt of the police force’s standard 

disclosure form  

• Employees are obliged to notify the Service if they have been charged with 

a criminal offence, (senior officers do not visit police stations if informed by 

the police that an individual has been detained or questioned whilst off 

duty). The Service does provide welfare support should individuals require 

it; this should be discussed with the Line Manager 

• Personnel who are being questioned or detained by the Police and who 

would be unable to report for duty as a result, should request the police to 

contact Fire Control and inform the duty officer that they will be unable to 

attend for duty. The duty principal command officer will then be informed 

and will take appropriate action 

• Requests from the police for copies of recordings from Fire Control will be 

managed and actioned by Fire Control. The procedure is detailed in Fire 

Control 

1.7 Data Protection Breaches 

It is important to understand if personal data is not handled correctly, there 
must be processes in place to contain and recover, assess the ongoing risk, 
notify appropriate parties of the breach and evaluate and respond to the data 
protection breach.  
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These are some examples of security incidents that may lead to the loss or 

compromise of personal data; 

• Loss or theft of data or equipment on which data is stored; 

• Inappropriate access controls allowing unauthorized use; 

• Equipment failure;  

• Human error; 

• Unforeseen circumstances such as a fire or flood; 

• Hacking attack; 

• ‘Blagging’ offences where information is obtained by deceiving the 

organisation who holds it 

The above are examples of events that may lead to a data protection breach 

but if you are unsure then please seek further advice from the Data Manager. 

1.7.1 Data Protection Breach Process 

If you are involved in an incident as defined in the examples above or 

determined by the Data Manager as a data protection breach, then you must: 

1. Contact the ICT Service Desk on 0121 380 6666 to record the event 

as a data protection breach.  

2. The ICT Service Desk will liaise with the Data Manager to determine 

the course of action to manage the incident. 

3. The SIRO and relevant SET members will be notified of incident via an 

initial report. 

4. The Data Manager will manage the incident to conclusion and ensure 

that a log of the incident and all actions taken is maintained to identify 

trends or areas of weakness.  

5. Post incident, an investigation will be instigated and the outcomes will 

be reported to the SIRO and members of SET.  

Management reports on data breaches will be sent out periodically to the 

SIRO and SET to ensure management are aware of potential risks to the 

authority. 
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2. Schedule 2 Conditions (Data Protection Act 1998) 

 Schedules 2 and 3 set out specific conditions that have to be met before 

processing of personal data can take place; these relate to the first of the 8 

principles.  The conditions are different for sensitive data and non-sensitive 

data. 

 Broadly, non-sensitive data is not to be processed unless at least one of the 

following conditions has been met: 

• The data subject has given their consent to the processing 

• The processing is necessary for the performance of a contract to which 

the data subject is party (the employment contract), or for taking steps to 

enter into such a contract 

• The Data Controller has to process the information in order to comply with  

non-contractual legal obligations (such as health and safety obligations) 

• The processing is necessary to protect the vital interests of the data 

subject 

• The processing is necessary for the administration of justice, exercise of 

crown functions, or the exercise of any other functions of a public nature 

exercised in the public interest 

• The processing is necessary for the purposes of legitimate interests 

pursued by the data controller or by the third party or parties to whom the 

data is disclosed, except where the processing is unwarranted in any 

particular case because of prejudice to the rights and freedoms or 

legitimate interests of the data subject.  The Secretary of State may by 

order specify particular circumstances in which this condition is, or is not, 

to be taken to be satisfied 

3. Schedule 3 Conditions (Data Protection Act 1998) 

 In the case of sensitive data, processing is permitted only if at least one of the 

following conditions is met: 

• The data is of sensitive personal nature consisting of information as to 

racial or ethnic origin 

• The individual has given their explicit consent to the processing 

• The processing is necessary for the purposes of exercising or performing 

any right conferred or obligation imposed by law on the Data Controller in 

connection with employment 
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• The processing is necessary to protect the vital interests of the individual 

in a case where either the consent cannot be given (incapacity, for 

example) or else the Data Controller cannot reasonably be expected to 

obtain consent (for example, the individual cannot be contacted despite 

various attempts over a considerable length of time) 

• The processing is carried out in the course of its legitimate activities by 

anybody or association not established for profit and which exists for 

political, philosophical or trade union purposes, and which relates only to 

individuals who are members of that body 

• The individual has already made the information public, by taking 

deliberate steps 

• The processing is necessary for the purpose of or in connection with legal 

proceedings, obtaining legal advice or establishing or exercising or 

defending legal rights 

• The processing is necessary for the administration of justice or exercise of 

crown functions 

• The processing is necessary for medical purposes and is undertaken by a 

health professional 

• The personal data are processed in circumstances specified in an order 

made by the Secretary of State. 

Information Commissioner’s Office 

The Information Commissioner’s Office is the data protection regulator for the 

United Kingdom.  Its responsibility is to publish guidance on and enforce 

compliance with the Data Protection Act 1998, Freedom of Information Act 

2000, Environmental Information Regulations 2004 and the Electronic 

Information Regulations 2003. 

4. Principles of the Data Protection Act 1998 

4.1 Principle 1 - fair processing 

The Data Protection Act 1998 states that the manager cannot hold personal 

data unless you meet at least one criterion from Schedules 2 and 3 of the Act. 

If the organisation does not meet at least one criterion, then there will be in 

breach of the Act. 

Personal data shall be processed fairly and lawfully and, in particular, shall 

not be processed unless: 
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• at least one of the conditions is met 

• in the case of sensitive personal data, at least one of the conditions is also 

met 

Any activity whatsoever that involves personal information – held 

electronically or manually, such as obtaining, recording, holding, 

disseminating or making available the information, or carrying out any 

operation or set of operations on the information.  It includes organising, 

adapting, amending and processing the information, retrieval, consultation, 

disclosure, erasure or destruction of the information.  It is difficult to 

envisage any activity which does not amount to processing and 

consideration should be given to conducting a Privacy Impact 

Assessment (PIA) when embarking on projects and/or activities that 

may involve processing personal data.  

If the organisation or the employee holds any data that matches any of the 

above criteria, then they will have to legitimise why they are holding this data.  

The organisation or employee will also be in breach of the Act if it cannot 

legitimise the reason for holding the data even if it does match one of the 

criteria.  If data controllers or data users are at all unsure regarding what is a 

legitimate reason for holding the data, they should seek the advice of the Data 

Protection Officer. 

The processing of data for the purposes of carrying out of ‘directed’ and 

intrusive covert surveillance; the use of covert human intelligence sources; the 

interception of communications; and the acquisition and disclosure of 

communications data is covered under the Regulation of Investigatory Powers 

Act 2000 (RIPA).  

 Principle 2 - compatible purposes 

Personal data shall be obtained for only one or more specified and lawful 

purposes, and shall not be further processed in any manner incompatible with 

that purpose or those purposes. 

 Principle 3 - extent of data 

Personal data shall be adequate, relevant and not excessive in relation to the 

purpose or purposes for which they are processed. 

 Principle 4 - data accuracy 

Personal data shall be accurate and, where necessary, kept up to date. 

 Principle 5 - retention period 

Personal data processed for any purpose or purposes shall not be kept for 

longer than is necessary for that purpose or purposes.   
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 Principle 6 - Data Subject Rights 

Personal data shall be processed in accordance with the rights of data 

subjects under this Act.  Data subjects include service users, employees 

including temporary and volunteers and those communities we serve.  

The rights that are applicable to all data subjects are: 

• Right to be informed that processing is being undertaken 

• Right to access personal data 

• Right to prevent processing in certain circumstances 

• Right to rectify, block or erase data 

• Right to claim compensation for certain breaches of the Act 

 Principle 7 - security and management of data 

Appropriate technical and organisational measures shall be taken against 

unauthorised or unlawful processing of personal data and against accidental 

loss of, destruction of, or damage to personal data. 

 Principle 8 - foreign data transfer 

Personal data shall not be transferred to a country or territory outside the 

European Community unless that country or territory ensures an adequate 

level of protection for the rights and freedoms of data subjects in relation to 

the processing of personal data. 

4.2 PERSONAL INFORMATION 

Personal information can be obtained from a number of sources, from the 

employee themselves, from the circumstances of their employment for 

example, salary information, from their progression through the organisation 

or from development, training and assessment situations. 

This information then allows the organisation to plan and formulate policies 

and strategies and, in some instances, to conform to legislative requirements.  

Planning, policy and strategy formulation depends on information which is 

effective and accurate and will enable the organisation to recruit, train and 

develop employees to their full potential, to be as effective as possible within 

the organisation and to provide good service to our community. 

It is the intention of the Service to hold information electronically where 

possible, in preference for paper based records. 

Personal information on an employee must be held and maintained for a 
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legitimate purpose which could include: 

• As part of the recruitment process; 

• To ensure a full and accurate account of the individual’s employment 

history; 

• To ensure payment of the correct level of salary, pension, and sick pay;  

• To ensure that the proper levels of training are conducted for the specific 

role; 

• To ensure emergency contact details are available; 

• To provide the organisation with data from which management information 

can be obtained enabling policy and strategy formulation; 

• To comply with legal obligations; and 

• Equality and diversity monitoring. 

If information is withheld or not updated an employee may not receive benefits 

to which they are entitled. 

Personal Record File contents 

Computerised Personal Record File 

A computerised Personal Record File will hold the following information: 

 

Type of 

information 

Content Purpose   Duration held 

Employment  Original application 

form 

Employment references 

Qualification certificates 

Contract of 

employment 

(inc. relevant role 

profile) 

 

Recruitment  

Recruitment   

Recruitment   

Recruitment  

 

 

 

Emergency 

Minimum duration 

life of employment 

and 6 years after.   
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Next of kin information  

 

Details of promotion, 

and successful 

applications 

Transfers, successful 

requests and requests 

refused 

contacts 

 

Career progression 

 

 

Equality and 

Diversity 

monitoring 

 

Attendance  Sickness record, PR25, 

Doctor’s certificates 

Exemptions granted  

Correspondence issued 

under the Attendance 

Management Policy  

Copies of injury reports 

Attendance record 

cards 

Maternity leave 

applications 

Applications for special 

leave 

Parental leave 

applications 

Paternity leave 

applications 

Adoption leave 

applications 

PR12 Injury Report 

Forms 

 

 

Sickness 

payments 

Management of 

attendance 

 

 

 

 

Maternity 

payments 

 

Management of 

attendance and 

appropriate 

payments 

 

 

 

Accident 

information 

Minimum duration 

life of employment 

and 6 years after.   
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Training  Training courses 

nominations and results 

of attendance 

Examination results 

 

Application for post 

entry training 

 

Qualification certificates 

Job competency 

and development  

 

Development 

 

Requirement of 

post entry training 

funding 

Development 

Minimum duration 

life of employment 

and 6 years after.   

Performance 

 

Assessments/ 

advice/monitoring of 

performance 

 

 

 

IPDR form  

Management of 

performance 

 

 

 

Personal 

development and 

review 

Minimum duration 

life of employment 

and 6 years after  

Awards/ 

Achievements 

Compliments,  

Letters of thanks 

Achievements  

Letters of 

commendation 

Personal 

achievement   

Minimum duration 

life of employment 

and 6 years after  

Discipline Records of any 

disciplinary action 

taken, and associated 

papers where 

necessary 

 

Management of 

discipline   

 

Minimum duration 

life of employment 

and 6 years after  

General 

Correspondence 

General 

correspondence that 

does not fall within any 

For example 

‘Request for 

reference’ 

Minimum duration 

life of employment 

and 6 years after  
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of the categories 

above. 

 

Local Personal Record File 

A Personal Record File maintained at the location of the individual must only contain 

the following items of information: 

 

Section Content Purpose Duration held 

Training records Permit to work Job competency 

and development 

Duration of 

employment  

Performance 

 

Assessments or 

warnings on 

performance 

 

 

 

 

IPDR 

Management of 

Performance 

 

 

 

 

Personal 

development and 

review 

Until end of 

warning of 

monitoring or 

improvement (then 

sent to PSS for 

PRF held for 

duration of 

employment) 

 

Duration of 

employment 

Attendance 

Management 

Information 

Absence data Monitoring Duration of 

employment? 
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